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Statistics and confidentiality 

Indicators 

Accounts 

Business – Social – 
Environmental/ 

agricultural statistics 

Confidentiality 
issues 
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Challenges for statistics 
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Digital society 

New increasing 
requirements 

Globalisation 

Free access vs. 
personal data 
protection 

Integrated 
information 
systems 

Role of Legislation 

Rapid changes in the 
environment 

Increasing cost & difficulty 
of acquiring data 

Riding the big 
data wave 
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What are the effects on official statistics? 

Basic 
statistics 

From traditional sources 
to multisources 

Official 
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Output 
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infrastructure 

legislation 
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Data: Multi-sources 

DATA 

S- 

G- 

B- 

D- 

•  S-DATA 

•  surveys 

•  D-DATA 
• administrative 

data 

•  G-DATA 
• geospatial data 

•  B-DATA 
•  Big Data 
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Data – clusters 

Enterprises Persons Products Geo 
references 

Single identifiers? 
Same data protection? 
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Data – different approaches 
The Census example 
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Data – new thinking 

Scanner data 

Big data 

Internet scraping 
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Find the right compromise 

vs. 

Full data 
protection 

Full data 
acquisition 

The free access to Information with at the same time protection 
of personal data of individuals will become the central task of the 

information society of the 21st century 
10 

Eurostat 

W. J. Radermacher 



The Vision on production methods for 
EU statistics  

Personal Data 

Anonymisation 

Data 
protection 
legislation 

EU 
legislation 

Data Protection 
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Existing legal framework 
Regulation (EC) No 223/2009 on European statistics 

Directive 
95/46/EC  

Regulation 
(EC) No 
45/2001  

Protection of 
individuals 
(personal data) 
  

Protection of 
statistical 

confidential 
information  
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Regulation (EC) No 45/2001 
of 18 December 2000 

Protection of individuals 
with regard to the 

processing of personal data 
… and on the free 

movement of such data 
 

Statistics 
safeguards 

Keeping 
information 

No breach 
of privacy 13 
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"Data Schengen" in the ESS 

Easier 
access 
within the 
ESS for 
production 
purposes 

Reinforced 
external 
security 
barriers  
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How to implement the "Data Schengen"?  

VIP SICON 
Vision Infrastructure 

Project on Secure 
Infrastructure for 

CONfidential data access 
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Existing legal framework 
 

DARA: Decentralised and 
Remote Access to ESS 

confidential data  

Commission Regulation (EU) No 557/2013 on the access 
to confidential data for scientific purposes 
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New Challenges for official European 
Statistics  

 

New legal frameworks on: 

• Protection of personal data  
• Risk linked to profiling  

• Protection of confidential statistical data  

Lift legal access restrictions to the freely 
available Internet Data sources  
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EDPS – European Data Protection Supervisor  

New legal 
framework  
Directive/ 

Regulation • Anonymisation and pseudonymisation 
• Limitation and lawfulness of the processing 
• Roles, responsibilities and liability of controller 

vs. processor 
• Cooperation, consistency, binding powers EDP 

Bodies 
• Sanctions 
• EDPS: effective protection for EU citizens 
• Legitimate expectations for an increase of 

knowledge 
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The effects on statistics 
Compatibility 

With initial 
purpose data 
collection 

Safeguards 

Acces to personal 
data when duly 
justified (purpose 
of the 
processing)  

No double collection 

No 
disproportionate 
approach 

Right to be forgotten 

Derogations for 
statistics 

Data tranfer 

To answer the 
legitimate 
expectations of 
society   

• Anonymous data are not personal data  
• Pseudonymised data remains personal data  

Use of 
personal 

data 
for 

statistical 
purposes 
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Big data 

• Privacy under strain 

• Opportunity offered by the 
reform of the data protection 
framework 

• 2014 priority action for EDPS 

• European strategy on value 
generation from data  

• Revisiting core assumptions 
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… and statisticians? 

Scheveningen 
Memorandum 

Big Data and Official 
Statistics 
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What does Big Data mean for Official Statistics? 
 

•how to access and use data? Legislation 
•how to manage public trust and acceptance of data 
re-use and linking to other sources? Privacy 

•what are the potential costs and benefits of using Big 
Data? Resources 

•what policies are necessary for the effective 
management and protection of the data? Management 

•how to manage data quality? Are current statistical 
methods and models suitable for Big Data? Methodology 

•what are the issues related to information 
technology? Technology 
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Need for high-security and European-based 
digital business models for statistics 

Data 
 

Input 

Production 
Process 

Processing 

Dissemination 
 

Output 

Statistical Production Process 
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Next steps 

• Peter Hustinx – EDPS: 
• "Germany claims a 
special responsibility and 
role in the area of data 
protection. … This will 
require a constructive 

and proactive approach 
in the European debate." 

 

 This is valid in the European Statistical System too! 
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Way forward 

Modernisation 

Multi-sources 
for multi-
purposes 

International 
coordination 

Coordination 
with EDPS 
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Ich danke Ihnen für Ihre 
Aufmerksamkeit 
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