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The aim of this statement by the German Data Forum is to positively influence and support the
trialogue negotiations (EP, EU Commission, Council) and to voice the needs of social and

economic research.

The German Data Forum offers a synopsis of the regulation’s research relevant sections. This
statement prioritizes the existing drafts by the European institutions, currently under negotiation
in the trialogue, from the viewpoint of the social and economic sciences. The aim is to respond
directly to the current state of negotiations and to support those specific draft proposals that

impose the least burden on empirical research.

At this point, the German Data Forum chooses not to issue general recommendations and funda-
mental remarks. We refer to the statement of 24.02.2015' and the joint statement on the EU-
GDPR of the Alliance of Science Organizations in Germany.*

1 http://www.ratswd.de/dl/Statement_GDPR-German_Data_Forum.pdf
2 http://www.mpg.de/9263411/responsible-data-protection-regulations.pdf

The German Data Forum stresses the need for securing a uniform application of the EU-GDPR
across the common European research area. This is all the more important as rules for implemen-
tation through delegated acts (with or without parliamentary scrutiny) have not been included in
the drafts of the EU Parliament and Council and as it remains uncertain whether national reserva-
tions to regulations will be included in the final EU-GDPR.

The German Data Forum emphasizes that it is important and necessary to involve science in an
extensive manner by setting up a “Scientific Advisory Board” as part of the Data Protection
Commission stipulated in the EU-GDPR. This is the best way of developing and implementing
common codes of conduct and other standards through a common discourse in the European
research area. The German Data Forum appeals to all institutions involved in supporting the

trialogue and also to the German Federal Government to support this proposal.
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Recital 23

(23) The principles of protection should apply to any in-

formation concerning an identified or identifiable person.

To determine whether a person is identifiable, account
should be taken of all the means likely reasonably to be
used either by the controller or by any other person to
identify the individual. The principles of data protection
should not apply to data rendered anonymous in such a
way that the data subject is no longer identifiable.

Parliament Position / First Reading
March, 12 2014 4

(23) The principles of data protection should apply to any
information concerning an identified or identifiable natural
person. To determine whether a person is identifiable,
account should be taken of all the means reasonably likely
to be used either by the controller or by any other person
to identify or single out the individual directly or indi-
rectly. To ascertain whether means are reasonably likely to
be used to identify the individual, account should be taken
of all objective factors, such as the costs of and the amount
of time required for identification, taking into considera-
tion both available technology at the time of the process-
ing and technological development. The principles of data
protection should therefore not apply to anonymous data,
which is information that does not relate to an identified or
identifiable natural person. This Regulation does therefore
not concern the processing of such anonymous data, in-
cluding for statistical and research purposes.

3 http://www.europarl.europa.eu/meetdocs/2009_2014/documents/libe/dv/3_2012_0011_cod_/3_2012_0011_cod_en.pdf
4 http://www.europarl.europa.eu/sides/getDoc.do?type=TA &reference=P7-TA-2014-0212&language=EN&ring=A7-2013-0402

5 Council document June 2015

Council General Approach
June, 15 2015 °

(23) The principles of data protection should apply to any
information concerning an identified or identifiable natural
person. Data including pseudonymised data, which could
be attributed to a natural person by the use of additional
information, should be considered as information on an
identifiable natural person. To determine whether a person
is identifiable, account should be taken of all the means
reasonably likely to be used either by the controller or by
any other person to identify the individual directly or indi-
rectly. To ascertain whether means are reasonably likely to
be used to identify the individual, account should be taken
of all objective factors, such as the costs of and the amount
of time required for identification, taking into considera-
tion both available technology at the time of the process-
ing and technological development. The principles of data
protection should therefore not apply to anonymous infor-
mation, that is information which does not relate to an
identified or identifiable natural person or to data rendered
anonymous in such a way that the data subject is not or no
longer identifiable. This Regulation does therefore not
concern the processing of such anonymous information,
including for statistical and research purposes.

(23aa) The principles of data protection should not apply
to data of deceased persons. The national law of a Member
State may provide rules regarding the processing of data of
deceased persons.

(23a) The application of pseudonymisation to personal data
can reduce the risks for the data subjects concerned and help
controllers and processors meet their data protection obliga-
tions. The explicit introduction of ‘pseudonymisation’
through the articles of this Regulation is thus not intended to
preclude any other measures of data protection.

(23b)[...]

(23¢) In order to create incentives for applying pseu-
donymisation when processing personal data, measures of
pseudonymisation whilst allowing general analysis should
be possible within the same controller when the controller
has taken technical and organisational measures necessary
to ensure that the provisions of this Regulation are imple-

German Data Forum
Recommendations

» Council text
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Recital 25

Consent should be given explicitly by any appropriate
method enabling a freely given specific and informed indi-
cation of the data subject’s wishes, either by a statement or
by a clear affirmative action by the data subject, ensuring
that individuals are aware that they give their consent to
the processing of personal data, including by ticking a box
when visiting an Internet website or by any other state-
ment or conduct which clearly indicates in this context the
data subject’s acceptance of the proposed processing of
their personal data. Silence or inactivity should therefore
not constitute consent. Consent should cover all processing
activities carried out for the same purpose or purposes. If
the data subject’s consent is to be given following an elec-
tronic request, the request must be clear, concise and not
unnecessarily disruptive to the use of the service for which
it is provided.

Consent should be given explicitly by any appropriate
method enabling a freely given specific and informed indi-
cation of the data subject’s wishes, either by a statement or
by a clear affirmative action that is the result of choice by
the data subject, ensuring that individuals are aware that
they give their consent to the processing of personal data.
Clear affirmative action could include ticking a box when
visiting an Internet website or any other statement or con-
duct which clearly indicates in this context the data sub-
ject’s acceptance of the proposed processing of their per-
sonal data. Silence, mere use of a service or inactivity
should therefore not constitute consent. Consent should
cover all processing activities carried out for the same pur-
pose or purposes. If the data subject’s consent is to be
given following an electronic request, the request must be
clear, concise and not unnecessarily disruptive to the use
of the service for which it is provided.

mented, taking into account the respective data processing
and ensuring that additional information for attributing the
personal data to a specific data subject is kept separately.
The controller who processes the data shall also refer to
authorised persons within the same controller. In such case
however the controller shall make sure that the
individual(s) performing the pseudonymisation are not
referenced in the meta-data.

Consent should be given unambiguously by any appropri-
ate method enabling a freely-given, specific and informed
indication of the data subject’s wishes, either by a written,
including electronic, oral statement or, if required by spe-
cific circumstances, by any other clear affirmative action
by the data subject signifying his or her agreement to per-
sonal data relating to him or her being processed. This
could include ticking a box when visiting an Internet web-
site or any other statement or conduct which clearly indi-
cates in this context the data subject’s acceptance of the
proposed processing of their personal data. Silence or in-
activity should therefore not constitute consent. Where it is
technically feasible and effective, the data subject’s con-
sent to processing may be given by using the appropriate
settings of a browser or other application. In such cases it
is sufficient that the data subject receives the information
needed to give freely specific and informed consent when
starting to use the service. (...). Consent should cover all
processing activities carried out for the same purpose or
purposes. When the processing has multiple purposes, un-
ambiguous consent should be granted for all of the pro-
cessing purposes. If the data subject’s consent is to be
given following an electronic request, the request must be
clear, concise and not unnecessarily disruptive to the use
of the service for which it is provided.

(25a) Genetic data should be defined as personal data re-
lating to the genetic characteristics of an individual which
have been inherited or acquired as they result from an
analysis of a biological sample from the individual ques-
tion , in particular by chromosomal, deoxyribonucleic acid
(DNA) or ribonucleic acid (RNA) analysis or analysis of
any other element enabling equivalent information to be
obtained

» Council text
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Recital 31

(31) In order for processing to be lawful, personal data
should be processed on the basis of the consent of the per-
son concerned or some other legitimate basis, laid down
by law, either in this Regulation or in other Union or
Member State law as referred to in this Regulation.

(31) In order for processing to be lawful, personal data
should be processed on the basis of the consent of the per-
son concerned or some other legitimate basis, laid down
by law, either in this Regulation or in other Union or
Member State law as referred to in this Regulation. In case
of a child or a person lacking legal capacity, relevant
Union or Member State law should determine the condi-
tions under which consent is given or authorised by that
person.

(25aa) It is often not possible to fully identify the purpose
of data processing for scientific purposes at the time of
data collection. Therefore data subjects can give their con-
sent to certain areas of scientific research when in keeping
with recognised ethical standards for scientific research.
Data subjects should have the opportunity to give their
consent only to certain areas of research or parts of re-
search projects to the extent allowed by the intended pur-
pose and provided that this does not involve disproportion-
ate efforts in view of the protective purpose.

(31) In order for processing to be lawful, personal data
should be processed on the basis of the consent of the per-
son concerned or some other legitimate legal basis laid
down by law, either in this Regulation or in other Union or
Member State law as referred to in this Regulation, inclu-
ding the necessity for compliance with the legal obligation
to which the controller is subject or the necessity for the
performance of a contract to which the data subject is
party or in order to take steps at the request of the data
subject prior to entering into a contract.

(31a) Wherever this Regulation refers to a legal basis or a
legislative measure, this does not necessarily require a le-
gislative act adopted by a parliament, without prejudice to
requirements pursuant the constitutional order of the
Member State concerned, however such legal basis or le-
gislative measure should be clear and precise and its appli-
cation foreseeable for those subject to it as required by the
case law of the Court of Justice of the European Union and
the European Court on Human Rights.

» Council text
> 31 a) optional
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Recital 32

Where processing is based on the data subject‘s consent,
the controller should have the burden of proving that the
data subject has given the consent to the processing opera-
tion. In particular in the context of a written declaration on
another matter, safeguards should ensure that the data sub-
ject is aware that and to what extent consent is given.

Recital 40

(40)The processing of personal data for other purposes
should be only allowed where the processing is compatible
with those purposes for which the data have been initially
collected, in particular where the processing is necessary
for historical, statistical or scientific research purposes.
Where the other purpose is not compatible with the initial
one for which the data are collected, the controller should
obtain the consent of the data subject for this other purpose
or should base the processing on another legitimate ground
for lawful processing, in particular where provided by
Union law or the law of the Member State to which the
controller is subject.

Where processing is based on the data subject’s consent,
the controller should have the burden of proving that the
data subject has given the consent to the processing opera-
tion. In particular in the context of a written declaration on
another matter, safeguards should ensure that the data sub-
ject is aware that and to what extent consent is given. To
comply with the principle of data minimisation, the burden
of proof should not be understood as requiring the positive
identification of data subjects unless necessary. Similar to
civil law terms (e.g. Council Directive 93/13/EEC 44a),
data protection policies should be as clear and transparent
as possible. They should not contain hidden or disadvanta-
geous clauses. Consent cannot be given for the processing
of personal data of third persons.

()

Where processing is based on the data subject‘s consent,
the controller should be able to demonstrate that the data
subject has given the consent to the processing operation.
In particular in the context of a written declaration on an-
other matter, safeguards should ensure that the data subject
is aware that, and the extent to which, consent is given. A
declaration of consent pre-formulated by the controller
should be provided in an intelligible and easily accessible
form, using clear and plain language and its content should
not be unusual within the overall context. For consent to
be informed, the data subject should be aware at least of
the identity of the controller and the purposes of the pro-
cessing for which the personal data are intended; consent
should not be regarded as freely-given if the data subject
has no genuine and free choice and is unable to refuse or
withdraw consent without detriment.

40) The processing of personal data for other purposes
than the purposes for which the data have been initially
collected should be only allowed where the processing is
compatible with those purposes for which the data have
been initially collected. In such case no separate legal ba-
sis is required other than the one which allowed the collec-
tion of the data. If the processing is necessary for the per-
formance of a task carried out in the public interest or in
the exercise of official authority vested in the controller,
Union law or Member State law may determine and spec-
ify the tasks and purposes for which the further processing
shall be regarded as lawful. The further processing for ar-
chiving purposes in the public interest, or, statistical, sci-
entific or historical purposes or in view of future dispute
resolution should be considered as compatible lawful pro-
cessing operations. The legal basis provided by Union or
Member State law for the collection and processing of per-
sonal data may also provide a legal basis for further pro-
cessing for other purposes if these purposes are in line
with the assigned task and the controller is entitled legally
to collect the data for these other purposes.

» Council or Commission text,
not the Parliament text

» Council text
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Recital 53

(53) Any person should have the right to have personal
data concerning them rectified and a ,right to be forgotten®
where the retention of such data is not in compliance with
this Regulation. In particular, data subjects should have the
right that their personal data are erased and no longer pro-
cessed, where the data are no longer necessary in relation
to the purposes for which the data are collected or other-
wise processed, where data subjects have withdrawn their
consent for processing or where they object to the proces-
sing of personal data concerning them or where the pro-
cessing of their personal data otherwise does not comply
with this Regulation. This right is particularly relevant,
when the data subject has given their consent as a child,
when not being fully aware of the risks involved by the
processing, and later wants to remove such personal data
especially on the Internet. However, the further retention
of the data should be allowed where it is necessary for his-
torical, statistical and scientific research purposes, for rea-
sons of public interest in the area of public health, for
exercising the right of freedom of expression, when requi-
red by law or where there is a reason to restrict the proces-
sing of the data instead of erasing them.

(53) Any person should have the right to have personal
data concerning them rectified and a ,right to be erasure®
where the retention of such data is not in compliance with
this Regulation. In particular, data subjects should have the
right that their personal data are erased and no longer pro-
cessed, where the data are no longer necessary in relation
to the purposes for which the data are collected or other-
wise processed, where data subjects have withdrawn their
consent for processing or where they object to the proces-
sing of personal data concerning them or where the pro-
cessing of their personal data otherwise does not comply
with this Regulation However, the further retention of the
data should be allowed where it is necessary for historical,
statistical and scientific research purposes, for reasons of
public interest in the area of public health, for exercising
the right of freedom of expression, when required by law
or where there is a reason to restrict the processing of the
data instead of erasing them. Also, the right to erasure
should not apply when the retention of personal data is ne-
cessary for the performance of a contract with the data
subject, or when there is a legal obligation to retain this
data.

In order to ascertain whether a purpose of further process-
ing is compatible with the purpose for which the data are
initially collected, the controller, after having met all the
requirements for the lawfulness of the original processing,
should take into account inter alia any link between those
purposes and the purposes of the intended further process-
ing, the context in which the data have been collected, in-
cluding the reasonable expectations of the data subject as
to their further use, the nature of the personal data, the
consequences of the intended further processing for data
subjects, and the existence of appropriate safeguards in
both the original and intended processing operations.
Where the intended other purpose is not compatible with
the initial one for which the data are collected, the control-
ler should obtain the consent of the data subject for this
other purpose or should base the processing on another le-
gitimate ground for lawful processing, in particular where
provided by Union law or the law of the Member State to
which the controller is subject.

53) A natural person should have the right to have personal
data concerning them rectified and a ‘right to be forgotten’
where the retention of such data is not in compliance with
this Regulation or with Union or Member State law to
which the controller is subject. In particular, data subjects
should have the right that their personal data are erased
and no longer processed, where the data are no longer nec-
essary in relation to the purposes for which the data are
collected or otherwise processed, where data subjects have
withdrawn their consent for processing or where they ob-
ject to the processing of personal data concerning them or
where the processing of their personal data otherwise does
not comply with this Regulation. This right is in particular
relevant, when the data subject has given their consent as a
child, when not being fully aware of the risks involved by
the processing, and later wants to remove such personal
data especially on the Internet. The data subject should be
able to exercise this right notwithstanding the fact that he
or she is no longer a child. However, the further retention
of the data should be lawful where it is necessary for exer-
cising the right of freedom of expression and information,
for compliance with a legal obligation, for the performance

» Council text
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Recital 125

(125) The processing of personal data for the purposes of
historical, statistical or scientific research should, in order
to be lawful, also respect other relevant legislation such as
on clinical trials.

(125) The processing of personal data for the purposes of
historical, statistical or scientific research should, in order
to be lawful, also respect other relevant legislation such as
on clinical trials.

(125a) Personal data may also be processed subsequently
by archive services whose main or mandatory task is to
collect, conserve, provide information about, exploit and
disseminate archives in the public interest. Member State
legislation should reconcile the right to the protection of
personal data with the rules on archives and on public ac-
cess to administrative information. Member States should
encourage the drafting, in particular by the European Ar-
chives Group, of rules to guarantee the confidentiality of
data vis-a-vis third parties and the authenticity, integrity
and proper conservation of data.

of a task carried out in the public interest or in the exercise
of official authority vested in the controller, for reasons of
public interest in the area of public health, for archiving
purposes in the public interest, for historical, statistical and
scientific purposes or for the establishment, exercise or de-
fence of legal claims.

(125) The processing of personal data for the purposes of
historical, statistical or scientific purposes and for archiv-
ing purposes in the public interest should, in addition to
the general principles and specific rules of this Regulation,
in particular as regards the conditions for lawful process-
ing, also comply with respect to other relevant legislation
such as on clinical trials. The further processing of per-
sonal data for historical, statistical and scientific purposes
and for archiving purposes in the public interest should not
be considered incompatible with the purposes for which
the data are initially collected and may be processed for
those purposes for a longer period than necessary for that
initial purpose. Member States should be authorised to
provide, under specific conditions and in the presence of
appropriate safeguards for data subjects, specifications and
derogations to the information requirements and the rights
to access, rectification, erasure, to be forgotten, restriction
of processing and on the right to data portability and the
right to object when processing personal data for histori-
cal, statistical or scientific purposes and for archiving pur-
poses. The conditions and safeguards in question may en-
tail specific procedures for data subjects to exercise those
rights if this is appropriate in the light of the purposes
sought by the specific processing along with technical and
organisational measures aimed at minimising the process-
ing of personal data in pursuance of the proportionality
and necessity principles

(125aa) By coupling information from registries, research-
ers can obtain new knowledge of great value when it
comes to e.g. widespread diseases as cardiovascular dis-
ease, cancer, depression etc. On the basis of registries, re-
search results can be enhanced, as they draw on a larger
population. Within social science, research on the basis of
registries enables researchers to obtain essential knowl-
edge about long-term impact of a number of social condi-

» Council text

» 125 aa) Council text
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tions e.g. unemployment, education, and the coupling of
this information to other life conditions. Research results
obtained on the basis of registries provide solid, high qual-
ity knowledge, which can provide the basis for the formu-
lation and implementation of knowledge-based policy, im-
prove the quality of life for a number of people, and
improve the efficiency of social services etc. In order to fa-
cilitate scientific research, personal data can be processed
for scientific purposes subject to appropriate conditions
and safeguards set out in Member State or Union law.
Hence consent from the data subject should not be neces-
sary for each further processing for scientific purposes.

(125b) ‘“The importance of archives for the understanding
of the history and culture of Europe’ and ‘that well-kept
and accessible archives contribute to the democratic func-
tion of our societies’, were underlined by Council Resolu-
tion of 6 May 2003 on archives in the Member StatesS8.
Where personal data are processed for archiving purposes,
this Regulation should also apply to that processing, bear-
ing in mind that this Regulation should not apply to de-
ceased persons. Public authorities or public or private bod-
ies that hold records of public interest should be services
which, pursuant to Union or Member State law, have a le-
gal obligation to acquire, preserve, appraise, arrange, de-
scribe, communicate, promote, disseminate and provide
access to records of enduring value for general public in-
terest. Member States should also be authorised to provide
that personal data may be further processed for archiving
purposes, for example with a view to providing specific in-
formation related to the political behavior under former to-
talitarian state regimes.

» 125 b) Council text
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Recital 126

Scientific research for the purposes of this Regulation
should include fundamental research, applied research, and
privately funded research and in addition should take into
account the Union’s objective under Article 179(1) of the
Treaty on the Functioning of the European Union of achie-
ving a European Research Area.

Recital 132a

n/a

Scientific research for the purposes of this Regulation
should include fundamental research, applied research, and
privately funded research and in addition should take into
account the Union‘s objective under Article 179(1) of the
Treaty on the Functioning of the European Union of achie-
ving a European Research Area. The processing of perso-
nal data for historical, statistical and scientific research
purposes should not result in personal data being pro-
cessed for other purposes, unless with the consent of the
data subject or on the basis of Union or Member State law.

The processing of personal data concerning health, as a
special category of data, may be necessary for reasons of
historical, statistical or scientific research. Therefore this
Regulation foresees an exemption from the requirement of
consent in cases of research that serves a high public inte-
rest.

Where personal data are processed for scientific purposes,
this Regulation should also apply to that processing. For
the purposes of this Regulation, processing of personal
data for scientific purposes should include fundamental re-
search, applied research, privately funded research and in
addition should take into account the Union’s objective
under Article 179(1) of the Treaty on the Functioning of
the European Union of achieving a European Research
Area. Scientific purposes should also include studies con-
ducted in the public interest in the area of public health. To
meet the specificities of processing personal data for scien-
tific purposes specific conditions should apply in particular
as regards the publication or otherwise disclosure of per-
sonal data in the context of scientific purposes. If the result
of scientific research in particular in the health context
gives reason for further measures in the interest of the data
subject, the general rules of this Regulation should apply
in view of those measures.

n/a

» Parliament text as it strengthens
the primacy of science and
research

> Parliament text



European Commission proposal Parliament Position / First Reading Council General Approach German Data Forum
COM (2012)0011 March, 12 2014 June, 15 2015 Recommendations

January, 25 2012

Article 1 (2a) — Subject matter and objectives

- - 2a. Member States may maintain or introduce more spe- » Council text
cific provisions to adapt the application of the rules of this
Regulation with regard to the processing of personal data
for compliance with a legal obligation or for the perfor-
mance of a task carried out in the public interest or in the
exercise of official authority vested in the controller or for
other specific processing situations as provided for in Arti-
cle 6(1)(c) and (e) by determining more precisely specific
requirements for the processing and other measures to en-
sure lawful and fair processing including for other specific
processing situations as provided for in Chapter IX.

Article 4 — Definitions Chapter 1: General Provisions

For the purposes of this Regulation: For the purposes of this Regulation: For the purposes of this Regulation: > (1) and (2) commission text
(1) ‘data subject® means an identified natural person or a (1) deleted (1)‘personal data’ means any information relating to an
natural person who can be identified, directly or indirectly, identified or identifiable natural person (‘data subject’); an
by means reasonably likely to be used by the controller or identifiable person is one who can be identified, directly or
by any other natural or legal person, in particular by refe- indirectly (...), in particular by reference to an identifier
rence to an identification number, location data, online such as a name, an identification number, location data,
identifier or to one or more factors specific to the physical, online identifier or to one or more factors specific to the
physiological, genetic, mental, economic, cultural or social physical, physiological, genetic, mental, economic, cul-
identity of that person; tural or social identity of that person.

(2) ‘personal data® means any information relating to a (2) ‘personal data® means any information relating to an (2a) deleted

data subject; identified or identifiable natural person (, data subject®) ;

an identifiable person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such
as a name, an identification number, location data, unique
identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social
or gender identity of that person;

(2a) ,pseudonymous data‘ means personal data that cannot
be attributed to a specific data subject without the use of
additional information, as long as such additional informa-
tion is kept separately and subject to technical and organi-
sational measures to ensure non-attribution;

(2b) ‘encrypted data’ means personal data, which through
technological protection measures is rendered unintelligi-
ble to any person who is not authorised to access it;

11
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(3)’processing’ means any operation o set of operations
which is performed upon personal data or sets of personal
data, whether or not by automated means, such as collec-
tion, recording, organization, structuring, storage, adapta-
tion or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making availa-
ble, alignment or combination (...) restriction, erasure or
destruction;

(3a) ‘restriction of processing’ means the marking of
stored personal data with the aim of limiting their process-
ing in the future;

(3b) ‘pseudonymisation’ means the processing of personal
data in such a way that the data can no longer be attributed
to a specific data subject without the use of additional in-
formation, as long as such additional information is kept
separately and subject to technical and organisational
measures to ensure non-attribution to an identified or iden-
tifiable person (...)

(4) “filing system’ means any structured set of personal
data which are accessible according to specific criteria,
whether centralized, decentralized or dispersed on a func-
tional or geographical basis;

(5) ‘controller’ means the natural or legal person, public
authority, agency or any other body which alone or jointly
with others determines the purposes (...) and means of the
processing of personal data; where the purposes (...) and
means of processing are determined by Union law or
Member State law, the controller or the specific criteria

(6) ‘processor’ means a natural or legal person, public au-
thority, agency or any other body which processes personal
data on behalf of the controller,

(7) ‘recipient’ means a natural or legal person, public au-
thority, agency or any other body (...) to which the per-
sonal data are disclosed, whether a third party or not; how-
ever, authorities which may receive data in the framework
of a particular inquiry shall not be regarded a recipients;

> (3), 3b), (4, (5), (6), (7)
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(8) ‘the data subject‘s consent’ means any freely given
specific, informed and explicit indication of his or her wi-
shes by which the data subject, either by a statement or by
a clear affirmative action, signifies agreement to personal
data relating to them being processed;

(11) ‘biometric data‘® means any data relating to the physi-
cal, physiological or behavioral characteristics of an indi-
vidual which allow their unique identification, such as fa-
cial images, or dactyloscopic data;

(12) “data concerning health® means any information
which relates to the physical or mental health of an indivi-
dual, or to the provision of health services to the indivi-
dual;

(8) ‘the data subject‘s consent* means any freely given
specific, informed and explicit indication of his or her wi-
shes by which the data subject, either by a statement or by
a clear affirmative action, signifies agreement to personal
data relating to them being processed;

(11) ‘biometric data® means any personal data relating to
the physical, physiological or behavioral characteristics of
an individual which allow his or her unique identification,
such as facial images, or dactyloscopic data;

(12) “data concerning health’ means any personal data
which relate to the physical or mental health of an indivi-
dual, or to the provision of health services to the indivi-
dual;

Article 5 — Principles relating to personal data processing Chapter 2: Principles

Personal data must be:
(a) processed lawfully, fairly and in a transparent manner
in relation to the data subject;

(b) collected for specified, explicit and legitimate purposes

and not further processed in a way incompatible with
those purposes;

(c

~

adequate, relevant, and limited to the minimum neces-
sary in relation to the purposes for which they are pro-
cessed; they shall only be processed if, and as long as,
the purposes could not be fulfilled by processing infor-
mation that does not involve personal data;

It

=

accurate and kept up to date; every reasonable step
must be taken to ensure that personal data that are in-
accurate, having regard to the purposes for which they

Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner
in relation to the data subject (lawfulness, fairness and
transparency);

(b) collected for specified, explicit and legitimate purpo-
ses and not further processed in a way incompatible
with those purposes (purpose limitation) ;

(c) adequate, relevant, and limited to the minimum neces-
sary in relation to the purposes for which they are pro-
cessed; they shall only be processed if, and as long as,
the purposes could not be fulfilled by processing in-
formation that does not involve personal data (data
minimisation);

(d) accurate and, where necessary, kept up to date; every
reasonable step must be taken to ensure that personal
data that are inaccurate, having regard to the purposes

(8)’the data subject’s consent’ means any freely-given,
specific and informed (...) indication of his or her wishes
by which the data subject, either by a statement or by a
clear affirmative action, signifies agreement to personal
data relating to them being processed;

(11) ‘biometric data’ means any personal data resulting
from specific technical processing relating to the physical,
physiological or behavioral characteristics of an individual
which allows or confirms the unique identification of that
individual, such as facial images, or dactyloscopic data;

(12) “data concerning health’ means data related to the
physical or mental health of an individual, which reveal
information about his or her health

(12a) ‘profiling’ means any form of automated processing
of personal data consisting of using those data to evaluate
personal aspects relating to a natural person, in particular

to analyse and predict aspects concerning performance at

work, economic situation, health, personal preferences, or
interests, reliability or behavior, location or movements;

Personal data must be:
(a) processed lawfully, fairly and in a transparent manner
in relation to the data subject;

(b) collected for specified, explicit and legitimate pur-
poses and not further processed in a way incompatible
with those purposes; further processing of personal
data for archiving purposes in the public interest or
scientific, statistical or historical purposes shall in ac-
cordance with Article 83 not be considered incompati-
ble with the initial purposes;

(c) adequate, relevant and not excessive in relation to the
purposes for which they are processed (...);

(d) accurate and, where necessary, kept up to date; every
reasonable step must be taken to ensure that personal
data that are inaccurate, having regard to the purposes

» (8) Council text, however the
other options are acceptable

> (a) Parliament text

» (b) Council text!!!
(highly relevant)

» (c) Council text!! (relevant)

» (d) Parliament text
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are processed, are erased or rectified without delay;

(e) kept in a form which permits identification of data
subjects for no longer than is necessary for the purpo-
ses for which the personal data are processed; personal
data may be stored for longer periods insofar as the
data will be processed solely for historical, statistical
or scientific research purposes in accordance with the
rules and conditions of Article 83 and if a periodic re-
view is carried out to assess the ne-cessity to continue
the storage;

(f) processed under the responsibility and liability of the
controller, who shall ensure and demonstrate for each
processing operation the compliance with the provisi-
ons of this Regulation.

for which they are processed, are erased or rectified
without delay (accuracy).

(e) kept in a form which permits direct or indirect identi-
fication of data subjects for no longer than is neces-
sary for the purposes for which the personal data are
processed; personal data may be stored for longer pe-
riods insofar as the data will be processed solely for
historical, statistical or scientific research or for ar-
chive purposes in accordance with the rules and con-
ditions of Articles 83 and 83a and if a periodic review
is carried out to assess the necessity to continue the
storage, and if appropriate technical and organizatio-
nal measures are put in place to limit access to the
data only for these purposes (storage minimisation) ;

(ea) processed in a way that effectively allows the data
subject to exercise his or her rights (effectiveness);

(eb) processed in a way that protects against unauthorised
or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or
organisational measures (integrity);

(f) processed under the responsibility and liability of the
controller, who shall ensure and be able to demonst-
rate the compliance with the provisions of this Regu-
lation (accountability) .

Article 7 — Conditions for consent Chapter 2: Principles

1. The controller shall bear the burden of proof for the data
subject‘s consent to the processing of their personal data
for specified purposes.

2. If the data subjects consent is to be given in the context
of a written declaration which also concerns another mat-
ter, the requirement to give consent must be presented dis-
tinguishable in its appearance from this other matter.

1. Where processing is based on consent, the controller
shall bear the burden of proof for the data subject‘s con-
sent to the processing of their personal data for specified
purposes

2. If the data subject‘s consent is given in the context of a
written declaration which also concerns another matter, the
requirement to give consent must be presented clearly dis-
tinguishable in its appearance from this other matter. Pro-
visions on the data subject’s consent which are partly in
violation of this Regulation are fully void.

for which they are processed, are erased or rectified
without delay;

(e) kept in a form which permits identification of data
subjects for no longer than is necessary for the pur-
poses for which the personal data are processed (...);
personal data may be stored for longer periods insofar
as the data will be processed for archiving purposes in
the public interest or scientific, statistical, or historical
purposes in accordance with Article 83 subject to im-
plementation of the appropriate technical and organi-
sational measures required by the Regulation in order
to safeguard the rights and freedoms of data subject;

(ee) processed in a manner that ensures appropriate secu-
rity of the personal data.

® .

2. The controller shall be responsible for compliance with
paragraph 1.

1. Where Article 6(1)(a) applies the controller shall be able
to demonstrate that unambiguous consent was given by the
data subject.

la. Where Article 9(2)(a) applies, the controller shall be
able to demonstrate that explicit consent was given by the
data subject.

2. If the data subject’s consent is to be given in the context
of a written declaration which also concerns other matters,
the request for consent must be presented in a manner
which is clearly distinguishable (...) from the other mat-
ters, in an intelligible and easily accessible form, using
clear and plain language.

> (e) Parliament text

> (ee) Council text
> (eb), (f) Parliament text

excluding 2. (Council text)

> (f) Parliament text

» Commission text (1-3)



European Commission proposal
COM (2012)0011

January, 25 2012

Parliament Position / First Reading
March, 12 2014

Council General Approach
June, 15 2015

German Data Forum
Recommendations

3. The data subject shall have the right to withdraw his or
her consent at any time. The withdrawal of consent shall
not affect the lawfulness of processing based on consent
before its withdrawal.

4. Consent shall not provide a legal basis for the proces-
sing, where there is a significant imbalance between the
position of the data subject and the controller.

3. Notwithstanding other legal grounds for processing, the
data subject shall have the right to withdraw his or her
consent at any time. The withdrawal of consent shall not
affect the lawfulness of processing based on consent be-
fore its withdrawal. It shall be as easy to withdraw consent
as to give it. The data subject shall be informed by the
controller if withdrawal of consent may result in the termi-
nation of the services provided or of the relationship with
the controller.

4. Consent shall be purpose-limited and shall lose its vali-
dity when the purpose ceases to exist or as soon as the pro-
cessing of personal data is no longer necessary for carry-
ing out the purpose for which they were originally
collected. The execution of a contract or the provision of a
service shall not be made conditional on the consent to the
processing of data that is not necessary for the execution
of the contract or the provision of the service pursuant to
Article 6(1), point (b).

Article 9 (2h,i) — Processing of special categories of personal data

(h) processing of data concerning health is necessary for
health purposes and subject to the conditions and safegu-
ards referred to in Article 81; or

(h) processing of data concerning health is necessary for
health purposes and subject to the conditions and safegu-
ards referred to in Article 81; or

3. The data subject shall have the right to withdraw his or
her consent at any time. The withdrawal of consent shall
not affect the lawfulness of processing based on consent
before its withdrawal. Prior to giving consent, the data
subject shall be informed thereof.

4. deleted

(h) processing is necessary for the purposes of preventive
or occupational medicine , for the assessment of the work-
ing capacity of the employee, medical diagnosis, the provi-
sion of health or social care or treatment or the manage-
ment of health or social care systems and services on the
basis of Union law or Member State law or pursuant to
contract with a health professional and subject to the con-
ditions and safeguards referred to in paragraph 4; or

(ha) (...);

(hb) processing is necessary for reasons of public interest
in the area of public health, such as protecting against seri-
ous cross-border threats to health or ensuring high stand-
ards of quality and safety of health care and of medicinal
products or medical devices, on the basis of Union law or
Member State law which provides for suitable and specific
measures to safeguard the rights and freedoms of the data
subject data; or

> 4. deleted - Council text

» (h) Council text (optional)
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(i) processing is necessary for historical, statistical or
scientific research purposes subject to the conditions and
safeguards referred to in Article 83; or

Article 19 Right to object

Article 38 — Codes of conduct

1. The Member States, the supervisory authorities and the
Commission shall encourage the drawing up of codes of
conduct intended to contribute to the proper application of
this Regulation, taking account of the specific features of
the various data processing sectors, in particular in relation
to:

(a) fair and transparent data processing

(b) the collection of data;

(c) the information of the public and of data subjects

(d) requests of data subjects in exercise of their rights

(e) information and protection of children

(f) transfer of data to third countries or inter-national or-
ganisations

(g) mechanisms for monitoring and ensuring compliance
with the code by the controllers adherent to it;

(h) out-of-court proceedings and other dispute resolution
procedures for resolving disputes between controllers
and data subjects with respect to the processing of
personal data, without prejudice to the rights of the
data subjects pursuant to Articles 73 and 75.

(i) processing is necessary for historical, statistical or
scientific research purposes subject to the conditions and
safeguards referred to in Article 83; or

(ia) processing is necessary for archive services subject to
the conditions and safeguards referred to in Article 83a; or

1. The Member States, the supervisory authorities and the
Commission shall encourage the drawing up of codes of
conduct or the adoption of codes of conduct drawn up by a
supervisory authority intended to contribute to the proper
application of this Regulation, taking account of the speci-
fic features of the various data processing sectors, in parti-
cular in relation to:

(aa) respect for consumer rights

(b) the collection of data;

(c) the collection of data

(d) requests of data subjects in exercise of their rights

(e) information and protection of children

(f) transfer of data to third countries or international orga-
nisations;

(g) mechanisms for monitoring and ensuring compliance
with the code by the controllers adherent to it;

(h) out-of-court proceedings and other dispute resolution
procedures for resolving disputes between controllers
and data subjects with respect to the processing of
personal data, without prejudice to the rights of the
data subjects pursuant to Articles 73 and 75.

(i) processing is necessary for archiving purposes in the
public interest or historical, statistical or scientific (...)
purposes and subject to the conditions and safeguards laid
down in Union or Member State law, including those re-
ferred to in Article 83.

2aa. Where personal data are processed for historical, sta-
tistical or scientific purposes the data subject, on grounds
relating to his or her particular situation, shall have the
right to object to processing of personal data concerning
him or her, unless the processing is necessary for the
performance of a task carried out for reasons of public
interest.

1. The Member States, the supervisory authorities, the Eu-
ropean Data Protection Board and the Commission shall
encourage the drawing up of codes of conduct intended to
contribute to the proper application of this Regulation, tak-
ing account of the specific features of the various data pro-
cessing sectors, in particular in relation to: and the specific
needs of micro, small and medium-sized enterprises.

la. Associations and other bodies representing categories of

controllers or processors may prepare codes of conduct or

amend or extend such codes for the purpose of specifying
the application of provisions of this Regulation, such as

(a) fair and transparent data processing;

(aa) the legitimate interests pursued by controllers in spe-
cific contexts;

(b) the collection of data;

(bb) the pseudonymisation of personal data;

(c) the information of the public and of data subjects;

(d) the exercise of the rights of data subjects;

(e) information and protection of children and the way to
collect the parent’s and guardian’s consent;

(ee) measures and procedures referred to in Articles 22 and
23 and measures to ensure security of processing re-
ferred to in Article 30;

(ef) notification of personal data breaches to supervisory
authorities and communication of such breaches to

» (i), (ia) Parliament text

» Council approach should be

rejected

NEW PROPOSAL:
Scientific supervisory board should

be created!
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2. Associations and other bodies representing categories of
controllers or processors in one Member State which in-
tend to draw up codes of conduct or to amend or extend
existing codes of conduct may submit them to an opinion
of the supervisory authority in that Member State. The su-
pervisory authority may give an opinion whether the draft
code of conduct or the amendment is in compliance with
this Regulation. The supervisory authority shall seek the
views of data subjects or their representatives on these
drafts.

2. Associations and other bodies representing categories of
controllers or processors in one Member State which in-
tend to draw up codes of conduct or to amend or extend
existing codes of con-duct may submit them to an opinion
of the supervisory authority in that Member State. The su-
pervisory authority shall without undue delay give an opi-
nion on whether the processing under the draft code of
conduct or the amendment is in compliance with this Re-
gulation. The supervisory authority shall seek the views of
data subjects or their representatives on these drafts.

data subjects;
(f) deleted
(g) deleted
(h) deleted

lab. In addition to adherence by controller or processor
subject to the regulation, codes of conduct approved pur-
suant to para-graph 2 may also be adhered to by control-
lers or processors that are not subject to this Regulation
according to Article 3 in order to provide appropriate safe-
guards within the framework of personal data transfers to
third countries or international organizations under the
terms referred to in Article 42(2)(d). Such controllers or
processors shall make binding and enforceable commit-
ments, via contractual instruments or otherwise, to apply
those appropriate safeguards including as regards data sub-
jects’ rights.

1b. Such a code of conduct shall contain mechanisms
which enable the body referred to in paragraph 1 of article
38a to carry out the mandatory monitoring of compliance
with its provisions by the controllers or processors which
undertake to apply it, without prejudice to the tasks and
powers of the supervisory authority which is competent
pursuant to Article 51 or 51a.

2. Associations and other bodies referred to in paragraph
la which intend to prepare a codes of conduct or to amend
or extend an existing codes, shall submit the draft code to
the supervisory authority which is competent pursuant to
Article 51. The supervisory authority shall give an opinion
on whether the draft code, or amended or extended code is
in compliance with this Regulation and shall approve such
draft, amended or extended code if it finds that it provides
sufficient appropriate safeguards.

2a. Where the opinion referred to in paragraph 2 confirms
that the code of conduct, or amended or extended code, is
in compliance with this Regulation and the code is ap-
proved, and if the code of conduct does not relate to pro-
cessing activities in several Member States, the supervi-
sory authority shall register the code and publish the
details thereof.

2b. Where the draft code of conduct relates to processing
activities in several Member States, the supervisory
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3. Associations and other bodies representing categories of
controllers in several Member States may submit draft
codes of conduct and amendments or extensions to exis-
ting codes of conduct to the Commission.

4. The Commission may adopt implementing acts for deci-
ding that the codes of conduct and amendments or extensi-
ons to existing codes of conduct submitted to it pursuant to
paragraph 3 have general validity within the Union. Those
implementing acts shall be adopted in accordance with the
examination procedure set out in Article 87(2).

5. The Commission shall ensure appropriate publicity for
the codes which have been decided as having general vali-
dity in accordance with paragraph 4.

3. Associations and other bodies representing categories of
controllers or processors in several Member States may
submit draft codes of conduct and amendments or extensi-
ons to existing codes of conduct to the Commission.

4. The Commission shall be empowered to adopt, after re-
questing an opinion of the European Data Protection
Board, delegated acts in accordance with Article 86 for de-
ciding that the codes of conduct and amendments or exten-
sions to existing codes of conduct submitted to it pursuant
to paragraph 3 are in line with this Regulation and have
general validity within the Union. Those delegated acts
shall confer enforceable rights on data subjects.

5. The Commission shall ensure appropriate publicity for
the codes which have been decided as having general vali-
dity in accordance with paragraph 4

Article 38a — Monitoring of approved codes of conduct

authority competent pursuant to Article 51 shall, before
approval, submit it in the procedure referred to in Article
57 to the European Data Protection Board which shall give
an opinion on whether the draft code, or amended or ex-
tended code, is in compliance with this Regulation or, in
the situation referred to in paragraph lab, provides appro-
priate safeguards.

3. Where the opinion referred to in paragraph 2b confirms
that the codes of conduct, or amended or extensionsded
cod ,is in compliance with this Regulation, or, in the situa-
tion referred to in paragraph lab, provides appropriate
safeguards, the European Data Protection Board shall sub-
mit its opinion to the Commission.

4. The Commission may adopt implementing acts for de-
ciding that the approved codes of conduct and amend-
ments or extensions to existing approved codes of conduct
submitted to it pursuant to paragraph 3 have general valid-
ity within the Union. Those implementing acts shall be
adopted in accordance with the examination procedure set
out in Article 87(2).

5. The Commission shall ensure appropriate publicity for
the approved codes which have been decided as having
general validity in accordance with paragraph 4.

Sa. The European Data Protection Board shall collect all
approved codes of conduct and amendments thereto in a
register and shall make them publicly available through
any appropriate means, such as through the European E-
Justice Portal.

1. Without prejudice to the tasks and powers of the compe-
tent supervisory authority under Articles 52 and 53, the
monitoring of compliance with a code of conduct pursuant
to Article 38 (1b), may be carried out by a body which has
an appropriate level of expertise in relation to the subject-
matter of the code and is accredited for this purpose by the
competent supervisory authority.

2. A body referred to in paragraph 1 may be accredited for
this purpose if:
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(a) it has demonstrated its independence and expertise in
relation to the subject-matter of the code to the satis-
fac-tion of the competent supervisory authority;

(b) it has established procedures which allow it to assess
the eligibility of controllers and processors concerned
to apply the code, to monitor their compliance with its
pro-visions and to periodically review its operation;

(c) it has established procedures and structures to deal
with complaints about infringements of the code or
the manner in which the code has been, or is being,
imple-mented by a controller or processor, and to
make these procedures and structures transparent to
data sub jects and the public;

(d) it demonstrates to the satisfaction of the competent su-
pervisory authority that its tasks and duties do not re-
sult in a conflict of interests. 3. The competent super-
visory authority shall submit the draft criteria for
accreditation of a body referred to in paragraph 1 to
the European Data Protection Board pursuant to the
consistency mechanism referred to in Article 57.

4. Without prejudice to the provisions of Chapter VIII, a
body referred to in paragraph 1 may, subject to adequate
safeguards, take appropriate action in cases of infringe-
ment of the code by a controller or processor, including
suspension or exclusion of the controller or processor con-
cerned from the code. It shall inform the competent super-
visory authority of such actions and the reasons for taking
them.

5. The competent supervisory authority shall revoke the
accreditation of a body referred to in paragraph 1 if the
conditions for accreditation are not, or no longer, met or
actions taken by the body are not in compliance with this
Regulation.

6. This article shall not apply to the processing of personal
data carried out by public authorities and bodies.
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Article 38/39(a) Certification

1. The Member States and the Commission shall encour-
age, in particular at European level, the establishment of
data protection certification mechanisms and of data pro-
tection seals and marks, allowing data subjects to quickly
assess the level of data protection provided by controllers
and processors. The data protection certifications mecha-
nisms shall contribute to the proper application of this
Regulation, taking account of the specific features of the
various sectors and different processing operations.

Parliament Position / First Reading
March, 12 2014

1. deleted

la. Any controller or processor may request any supervi-
sory authority in the Union, for a reasonable fee taking
into account the administrative costs, to that the processing
of personal data is performed in compliance with this Reg-
ulation, in particular with the principles set out in Article
5, 23 and 30, the obligations of the controller and the pro-
cessor, and the data subject’s rights.

1b. The certification shall be voluntary, affordable, and
available via a process that is transparent and not unduly
burdensome.

1c. The supervisory authorities and the European Data
Protection Board shall cooperate under the consistency
mechanism pursuant to Article 57 to guarantee a harmo-
nised data protection certification mechanism including
harmonised fees within the Union.

1d. During the certification procedure, the supervisory au-
thority may accredit specialised third party auditors to
carry out the auditing of the controller or the processor on
their behalf. Third party auditors shall have sufficiently
qualified staff, be impartial and free from any conflict of
interests regarding their duties. Supervisory authorities
shall revoke accreditation, if there are reasons to believe
that the auditor does not fulfil its duties correctly. The final
certification shall be provided by the supervisory authority.

le. Supervisory authorities shall grant controllers and pro-
cessors, who pursuant to the auditing have been certified
that they process personal data in compliance with this
Regulation, the standardised data protection mark named
‘European Data Protection Seal’.

1f. The ‘European Data Protection Seal’ shall be valid for
as long as the data processing operations of the certified
controller or processor continue to fully comply with this
Regulation.

1g. Notwithstanding paragraph 1f, the certification shall be
valid for maximum five years.

Council General Approach
June, 15 2015

1. The Member States, the European Data Protection
Board and the Commission shall encourage, in particular
at Union level, the establishment of data protection certifi-
cation mechanisms and of data protection seals and marks
for the purpose of demonstrating compliance with this
Regulation of processing operations carried out by control-
lers and processors. The specific needs of micro, small and
medium-sized enterprises shall be taken into account.

la. In addition to adherence by controllers or processors
subject to this Regulation, data protection certification
mechanisms, seals or marks approved pursuant to para-
graph 2a may also be established for the purpose of dem-
onstrating the existence of appropriate safeguards provided
by controllers or processors that are not subject to this
Regulation according to Article 3 within the framework of
personal data transfers to third countries or international
organisations under the terms referred to in Article 42(2)
(e). Such controllers or processors shall make binding and
enforceable commitments, via contractual instruments or
otherwise, to apply those appropriate safeguards, including
as regards data subjects’ rights.

German Data Forum
Recommendations
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2. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of fur-
ther specifying the criteria and requirements for the data
protection certification mechanisms referred to in para-
graph 1, including conditions for granting and withdrawal,
and requirements for recognition within the Union and in
third countries.

3. The Commission may lay down technical standards for
certification mechanisms and data protection seals and
marks and mechanisms to promote and recognize certifica-
tion mechanisms and data protection seals and marks.
Those implementing acts shall be adopted in accordance
with the examination procedure set out in Article 87(2).

1h. The European Data Protection Board shall establish a
public electronic register in which all valid and invalid
certificates which have been issued in the Member States
can be viewed by the public.

1i.The European Data Protection Board may on its own in-
itiative certify that a data protection-enhancing technical
standard is compliant with this Regulation.

2. The Commission shall be empowered to adopt, after re-
questing an opinion of the European Data Protection
Board and consulting with stakeholders, in particular in-
dustry and non-governmental organisations, delegated acts
in accordance with Article 86 for the purpose of further
specifying the criteria and requirements for the data pro-
tection certification mechanisms referred to in paragraphs
lato lh, including requirements for accreditation of audi-
tors, conditions for granting and withdrawal, and require-
ments for recognition within the Union and in third coun-
tries. Those delegated acts shall confer enforceable rights
on data subjects.

2. A certification pursuant to this Article does not reduce
the responsibility of the controller or the processor for
compliance with this Regulation and is without prejudice
to the tasks and powers of the supervisory authority which
is competent pursuant to Article 51 or 51a.

2a. A certification pursuant to this Article shall be issued
by the certification bodies referred to in Article 39a, or
where applicable, by the competent supervisory authority
on the basis of the criteria approved by the competent su-
pervisory authority or, pursuant to Article 57, the European
Data Protection Board .

3. The controller or processor which submits its processing
to the certification mechanism shall provide the certifica-
tion body referred to in Article 39a, or where applicable,
the competent supervisory authority, with all information
and access to its processing activities which are necessary
to conduct the certification procedure.

4. The certification shall be issued to a controller or pro-
cessor for a maximum period of 3 years and may be re-
newed under the same conditions as long as the relevant
requirements continue to be met. It shall be withdrawn by
the certification bodies referred to in Article 39a, or where
applicable, by the competent supervisory authority where
the requirements for the certification are not or no longer
met.

5. The European Data Protection Board shall collect all
certification mechanisms and data protection seals in a
register and shall make them publicly available through
any appropriate means, such as through the European E-
Justice Portal.
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Article 39a

Certification body and procedure

1. Without prejudice to the tasks and powers of the compe-

tent supervisory authority under Articles 52 and 53, the

certification shall be issued and renewed by a certification

body which has an appropriate level of expertise in rela-

tion to data protection. Each Member State shall provide

whether these certification bodies are accredited by:

(a) the supervisory authority which is competent accord-
ing to Article 51 or 51a; and/or

(b) the National Accreditation Body named in accordance
with Regulation (EC) 765/2008 of the European Par-
liament and the Council of 9. July 2008 setting out the
requirements of accreditation and market surveillance
relating to the marketing of products in compliance
with EN-ISO/IEC 17065/2012 and with the additional
requirements established by the supervisory authority
which is competent according to Article 51 or 51a.

2. The certification body referred to in paragraph 1 may be

accredited for this purpose only if:

(a) it has demonstrated its independence and expertise in
relation to the subject-matter of the certification to the
satisfaction of the competent supervisory authority;

(aa) it has undertaken to respect the criteria referred to in
paragraph 2a of Article 39 and approved by the super-
visory authority which is competent according to Arti-
cle 51 or 51a or, pursuant to Article 57, the European
Data Protection Board;

(b) it has established procedures for the issue, periodic
review and withdrawal of data protection seals and
marks;

(bb)it has established procedures and structures to deal
with complaints about infringements of the certifica-
tion or the manner in which the certification has been,
or is being, implemented by the controller or proces-
sor, and to make these procedures and structures trans-
parent to data subjects and the public;

(c) it demonstrates to the satisfaction of the competent su-
pervisory authority that its tasks and duties do not re-
sult in a conflict of interests.

3. The accreditation of the certification bodies referred to
in paragraph 1 shall take place on the basis of criteria ap-
proved by the supervisory authority which is competent
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according to Article 51 or S1a or, pursuant to Article 57,
the European Data Protection Board . In case of an accred-
itation pursuant to point (b) of paragraph 1, these require-
ments complement those envisaged in Regulation
765/2008 and the technical rules that describe the methods
and procedures of the certification bodies.

4. The certification body referred to in paragraph 1 shall be
responsible for the proper assessment leading to the certifi-
cation or the withdrawal of such certification without pre-
judice to the responsibility of the controller or processor
for compliance with this Regulation. The accreditation is
issued for a maximum period of five years and can be re-
newed in the same conditions as long as the body meets
the requirements.

5. The certification body referred to in paragraph 1 shall
provide the competent supervisory authority with the rea-
sons for granting or withdrawing the requested certifica-
tion.

6. The requirements referred to in paragraph 3, the criteria
referred to in paragraph 2a of Article 39 shall be made
public by the supervisory authority in an easily accessible
form. The supervisory authorities shall also transmit these
to the European Data Protection Board. The European
Data Protection Board shall collect all certification mecha-
nisms and data protection seals in a register and shall make
them publicly available through any appropriate means,
such as through the European E-Justice Portal.

6a. Without prejudice to the provisions of Chapter VIII,
the competent supervisory authority or the National Ac-
creditation Body shall revoke the accreditation it granted
to a certification body referred to in paragraph 1 if the con-
ditions for accreditation are not, or no longer, met or ac-
tions taken by the body are not in compliance with this
Regulation.

7. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86, for the purpose of (...)
specifying the criteria and requirements to be taken into
account for the data protection certification mechanisms
referred to in paragraph 1, [including conditions for grant-
ing and revocation, and requirements for recognition of the
certification and the requirements for a standardised ‘Euro-
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Article 64 European Data Protection Board

la. European Data Protection Board is here-by set up.

2. The European Data Protection Board shall be composed
of the head of one supervisory authority of each Member
State and of the European Data Protection Supervisor.

3. Where in a Member State more than one supervisory
authority is responsible for monitoring the application of
the provisions pursuant to this Regulation, they shall no-
minate the head of one of those supervisory authorities as
joint representative.

4. The Commission shall have the right to participate in
the activities and meetings of the European Data Protec-
tion Board and shall designate a representative. The chair
of the European Data Protection Board shall, without de-
lay, inform the Commission on all activities of the Euro-
pean Data Protection Board.

la. European Data Protection Board is hereby set up.

2. The European Data Protection Board shall be composed
of the head of one supervisory authority of each Member
State and of the European Data Protection Su-pervisor.

3. Where in a Member State more than one supervisory
authority is responsible for monitoring the application of
the provisions pursuant to this Regulation, they shall no-
minate the head of one of those supervisory authorities as
joint representative.

4. The Commission shall have the right to participate in
the activities and meetings of the European Data Protec-
tion Board and shall designate a representative. The chair
of the European Data Protection Board shall, without de-
lay, inform the Commission on all activities of the Euro-
pean Data Protection Board.

pean Data Protection Seal” within the Union and in third
countries].

7a. The European Data Protection Board shall give an
opinion to the Commission on the criteria and require-
ments referred to in paragraph 7 .

8. The Commission may lay down technical standards for
certification mechanisms and data protection seals and
marks and mechanisms to promote and recognize certifica-
tion mechanisms and data protection seals and marks.
Those implementing acts shall be adopted in accordance
with the examination procedure set out in Article 87(2)

la. The European Data Protection Board is hereby set up
established as body of the Union and shall have legal per-
sonality.

1b. The European Data Protection Board shall be repre-
sented by its Chair.

2. The European Data Protection Board shall be composed
of the head of one supervisory authority of each Member
State and or his/her representative and of the European
Data Protection Supervisor.

3. Where in a Member State more than one supervisory
authority is responsible for monitoring the application of
the provisions pursuant to this Regulation, a joint repre-
sentative shall be appointed in accordance with the na-
tional law of that Member State.

4. The Commission and the European Data Protection Su-
pervisor or his/her representative shall have the right to
participate in the activities and meetings of the European
Data Protection Board without voting right. The Commis-
sion shall designate a representative. The chair of the Eu-
ropean Data Protection Board shall, communicate to the
Commission the activities of the European Data Protection
Board.

NEW PROPOSAL:
Scientific advisory board should be

created!
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Article 83%/ Chapter 9: Provisions relating to specific data processing situations

1. Within the limits of this Regulation, personal data may
be processed for historical, statistical or scientific research
purposes only if:

(a) these purposes cannot be otherwise fulfilled by pro-
cessing data which does not permit or not any longer
permit the identification of the data subject;

(b) data enabling the attribution of information to an iden-
tified or identifiable data subject is kept separately
from the other information as long as these purposes
can be fulfilled in this manner.

2. Bodies conducting historical, statistical or scientific re-
search may publish or otherwise publicly disclose personal
data only if:

(a) the data subject has given consent, subject to the con-
ditions laid down in Article 7;

(b) the publication of personal data is necessary to present
research findings or to facilitate research insofar as the
interests or the fundamental rights or freedoms of the
data subject do not override these interests; or

(c) the data subject has made the data public.

3. The Commission shall be empowered to adopt delegated
acts in accordance with Article 86 for the purpose of fur-
ther specifying the criteria and requirements for the pro-
cessing of personal data for the purposes referred to in par-
agraph 1 and 2 as well as any necessary limitations on the
rights of information to and access by the data subject and
detailing the conditions and safeguards for the rights of the
data subject under these circumstances.

1. In accordance with the rules set out in this Regulation,
personal data may be processed for historical, statistical or
scientific research purposes only if:

(a) these purposes cannot be otherwise fulfilled by pro-
cessing data which does not permit or not any longer
permit the identification of the data subject;

(b) data enabling the attribution of information to an iden-
tified or identifiable data subject is kept separately
from the other information under the highest technical
standards, and all necessary measures are taken to pre-
vent unwarranted re-identification of the data subjects.

6 Title Commission/Parliament: ,,Processing for historical, statistical, and scientific research purposes®;

Title Council: ,,Derogations applying to processing of personal data for archiving purposes in the public interest or for scientific, statistical and historical purposes®

Council General Approach
June, 15 2015

1. Where personal data are processed for scientific, statisti-
cal or historical purposes Union or Member State law may,
subject to appropriate safeguards for the rights and free-
doms of the data subject, provide for derogations from Ar-
ticles 14a(1) and (2), 15, 16, 17, 17a, 17b, 18 and 19, inso-
far as such derogation is necessary for the fulfilment of the
specific purposes.

la. Where personal data are processed for archiving pur-
poses in the public interest, Union or Member State law
may, subject to appropriate safeguards for the rights and
freedoms of the data subject, provide for derogations from
Articles 14a(1) and (2), 15, 16, 17, 17a, 17b, 18, 19, 23,
32,33 and 53 (1b)(d) and (e), insofar as such derogation is
necessary for the fulfilment of these purposes.

1b.In case a type of processing referred to in paragraphs 1
and la serves at the same time another purpose, the dero-
gations allowed for apply only to the processing for the
purposes referred to in those paragraphs.

2. The appropriate safeguards referred to in paragraphs 1
and la shall be laid down in Union or Member State law
and be such to ensure that technological and/or organisa-
tional protection measures pursuant to this Regulation are
applied to the personal data (...), to minimise the process-
ing of personal data in pursuance of the proportionality
and necessity principles, such as pseudonymising the data,
unless those measures prevent achieving the purpose of the
processing and such purpose cannot be otherwise fulfilled
within reasonable means.

3.(..)

German Data Forum
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» Council text
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Overview of research-relevant sections:

Recital 23
Recital 25
Recital 31
Recital 32
Recital 40
Recital 53
Recital 125
Recital 126
Recital 132a
Chapter 1: General Provisions
- Article 1: Subject matter and objectives
- Article 4: Definitions
Chapter 2: Principles
- Article 5: Principles relating to personal data processing
- Article 7: Conditions for consent
- Article 9: Processing of special categories of personal data
Chapter 3: Rights of the Data Subject
- Article 19: Right to object
Chapter 4: Controller and Processor
- Article 38: Codes of conduct
- Article 38a): Monitoring of approved codes of conduct
- Article 38/39 a) Certification
Chapter 7: Co-operation and Consistency
Chapter 9: Provisions relating to Specific Data Processing Situations
- Article 81: Processing of personal data concerning health
- Article 81a: Processing of personal data concerning health
- Article 82: Processing in the employment context
- Article 83: Processing for historical, statistical and scientific research purposes
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