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Vandalism in Wikipedia



Vandalism in Wikipedia (Example: wrong facts, nonsense)

→
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Vandalism in Wikipedia

q 470 million article edits since 2003

q 40 million edits (9.5%) are vandalism

→ a vandalism exploit every 10s
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Vandalism in Wikipedia

q 470 million article edits since 2003

q 40 million edits (9.5%) are vandalism

→ a vandalism exploit every 10s

Countermeasure: Vandalism detection bots that revert certain edits

Problem: High false positives rates of the bots discourage new editors
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Vandalism in Wikipedia

How to build better vandalism detection technology?

→ Understand why people vandalize in Wikipedia.

→ Analyze when people vandalize.

→ Analyze where these people are.
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Vandalism in Wikipedia

How to build better vandalism detection technology?

→ Understand why people vandalize in Wikipedia.

→ Analyze when people vandalize.

→ Analyze where these people are.

We analyzed in this regard . . .

q ≈ 30 Million articles

q ≈ 1.2 Billion page and article edits

q all involved IP addresses of the last 13 years

q the individual geolocations and time zones at the days of the edits
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Vandalism in Wikipedia (Geolocated Activity)

0.12 0.16 0.2 0.24 0.28

Vandalism ratio
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Vandalism in Wikipedia (USA)
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Vandalism in Wikipedia (other countries)
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The BSI∗ Password Creation Advice∗∗

* Bundesamt für Sicherheit in der Informationstechnik.

** J. Kiesel, B. Stein, S. Lucks. A Large-scale Analysis of the Mnemonic Password Advice.
24th Annual Network and Distributed System Security Symposium, NDSS 17, Feb. 2017.



Mnemonic Password Creation

3

Password:

Show password

Ad-hoc Random characters Random words
Mnemonic sentence

guessing (10 chars out of 96) (5 words out of 7776)

Uniformly
distributed
chances

108 1019 1019 ?
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Mnemonic Password Creation

3

Password:

Show password

Password123

Ad-hoc Random characters Random words
Mnemonic sentence

guessing (10 chars out of 96) (5 words out of 7776)

Uniformly
distributed
chances

108 1019 1019 ?
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Mnemonic Password Creation

3

Password:

Show password

wxW,2bs%)0

Ad-hoc Random characters Random words
Mnemonic sentence

guessing (10 chars out of 96) (5 words out of 7776)

Uniformly
distributed
chances

108 1019 1019 ?
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Mnemonic Password Creation

3

Password:

Show password

embalm fuss yogi layup plague

Ad-hoc Random characters Random words
Mnemonic sentence

guessing (10 chars out of 96) (5 words out of 7776)

Uniformly
distributed
chances

108 1019 1019 ?
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Mnemonic Password Creation

3

Password:

Show password

tkciagptmip

“The KSWD conference is a great place to meet interesting people!”

Ad-hoc Random characters Random words
Mnemonic sentence

guessing (10 chars out of 96) (5 words out of 7776)

Uniformly
distributed
chances

108 1019 1019 ?
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Mnemonic Password Creation

3

Password:

Show password

TKciagptmip!

“The KSWD conference is a great place to meet interesting people!”

Ad-hoc Random characters Random words
Mnemonic sentence

guessing (10 chars out of 96) (5 words out of 7776)

Uniformly
distributed
chances

108 1019 1019 ?
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Correlation and Frequency in Natural Language

Ü Position-dependent, higher-order language model learning on Big data.
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Challenge: Building a Corpus for Mnemonic Analyses

Q. What characterizes sentences that humans use for mnemonic passwords?

A. Ask 1,000 people via a study ; language complexity, readability, lengths
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Q. How many sentences do we need?

A. The more the better: training 7th order model requires 108 examples

≈ 80,000 Sentences The Bible
≈ 5,000,000 Sentences Encyclopedia Britannica

730,000,000 Web pages ClueWeb12, 27.3 TB
3,400,000,000 Sentences extracted and filtered

25,000,000,000 Passwords 18 password generation rules
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Mnemonic Password Creation: Selected Results

Ad-hoc Random characters Random sentence Mnemonic sentence
guessing (10 chars out of 96) (5 words out of 7776) (9.5 words)

Uniformly
distributed
chances

108 1019 1019 1011

q Large character sets (%, !, @, #, etc.) add only 3.3 Bit (·101.0)

q Word replacements (for→ 4, at→@) add only 1.6 Bit (·100.5)

q Complex sentences (rich vocabulary) add only 1.2 Bit (·100.4)

q Different generation rules often decrease the entropy.
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Outlook: The “Why” Search Engine
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Thank you!



Thank you!
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